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Password schemes based on online map locations are an emerging topic in authentication research.
GeoPass is a promising such scheme, as it provides satisfactory resilience against online guessing and
showed high memorability (97%) in a single-password laboratory study. In this article, we investigate
more deeply into the potential of GeoPass through four separate studies. First, in a 2-month-long field
study, we found that users in a real-world setting remembered their location passwords 96.1% of the
time and showed improvement with more login sessions. Then, in a study of interference effects in
Geopass, in which each participant had to remember four separate location passwords, we found that
memorability was <70%, with 41.5% of login failures due to interference. Based on these findings, we
propose to address interference issues in GeoPass with mental stories, where users are asked to create a
meaningful association between their location password and the corresponding account. We tested the
efficacy of this approach through a second interference study, where the memorability rate for GeoPass
was >97%, with only 3.4% of login attempts failing due to interference. We also conducted a shoulder-
surfing study to examine the resilience of GeoPass against this attack. Based on our results, we identify

the promising aspects of location passwords that should be further studied in future research.

RESEARCH HIGHLIGHTS

In this paper, we investigate deeply into the potential of GeoPass through four separate studies:
Field Study
• The results of our field study show the login performances of users in a real-world context, where the

overall login success rate was 96.1% and the median login time of 19 seconds.
• By analyzing training effect, we found an overall improvement in login performance with more login

sessions, including a 59% reduction in median login time to just 17 seconds by the 31st login session.

Interference Studies
• In the first interference study, we found that users remembered location passwords in <70% of login

sessions, where 41.5% of login attempts failed due to interference effects.
• Based on our analysis in the first interference study, we hypothesized that interference effects could be

reduced if participants would be asked to make a mental story during registration to create a meaningful
association between their location password and the corresponding account.

• By implementing mental story approach in the second interference study, we found a 98% login success
rate 1 week after registration and a 99% success rate after 2 weeks, where just 3.4% of login attempts
failed because of interference effects.

Shoulder-surfing Study
• Our shoulder-surfing study on GeoPass showed a 48% overall success rate for participants playing the

role of attackers.
• Our analysis found that how a user navigated to the location password, either by panning or typing

the full address in the search bar, did not affect the success rate of shoulder surfing.
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1. INTRODUCTION

Users often choose passwords that are easy to remember but
also easy to guess. After decades of studies on passwords, it
remains a critical challenge to address this usability–security
tension in user authentication. While prior textual (Forget
2012; Shay et al., 2012; Wright et al., 2012) and graphical
password schemes (Authentication 2004; Biddle et al., 2012;
Davis et al., 2004; Jermyn et al., 1999; Wiedenbeck et al.,
2005b) fail to fully address this problem, Thorpe et al.,
(2013) show the potential of location passwords to satisfy
both security and memorability requirements. In particular,
they propose GeoPass, in which a user-chosen location on an
online map (e.g. Google Maps) serves as the user’s password.
The history of research in user authentication schemes

makes it clear that unless the primary usability and security
issues of a new category of passwords are identified in the ini-
tial phases of study, the later schemes in that category might
fail to address the key drawbacks of the approach. Geographic
location-password schemes such as GeoPass (Thorpe et al.,
2013) are a recent inclusion in studies of user authentication,
and they show good potential in terms of single-password
memorability and guessing resilience. We thus present a sys-
tematic approach to investigate deeper into the potential of
location-password scheme.
Thorpe et al. (2013) demonstrated that GeoPass offers very

good memorability (97% over a 9-day period) and high user
satisfaction in a single-password laboratory study. To fully
understand the usability of a scheme, however, we should
study the scheme in real-world use and study how well users
handle multiple passwords (Biddle et al., 2012). We first con-
ducted a single-password field study that showed promise for
GeoPass in a real-life scenario. We also conducted two
multiple-password studies. In our first multiple-password
study, we found substantial interference between the location
passwords selected by users, which led to poor memorability
results overall. To overcome this issue, we designed and eval-
uated a novel mental story-based approach, which contributed
to gain a significant improvement in memorability for
GeoPass in the second multiple-password study.
The results of security analysis show that location passwords

created with GeoPass can have reasonable security against
online guessing attacks, even when accounting for social
engineering attacks (Thorpe et al., 2013). Hang et al. (2015)
further show that GeoPass has good security, even when pro-
viding attackers direct clues about the location password, such
as it is a place where you had your first summer vacation.
Security of a scheme goes beyond guessing attacks, how-

ever. For example, against observation attacks such as shoul-
der surfing, the strength of a password does not provide
security guarantees, since shoulder surfers gain users’ authen-
tication secrets through direct observation. Moreover, authen-
tication schemes with mouse input (such as GeoPass) could
be highly vulnerable to this attack. Shoulder-surfing studies

have been conducted on various password schemes, such as
by Tari et al., (2006),Zakaria et al., (2011), von Zezschwitz
et al. (2015b) and Bianchi et al., (2016).
In this article, we investigate the security of GeoPass

through a shoulder-surfing study, which is the first ever
experiment measuring the resilience of location passwords to
such attacks. We also discuss about other security issues of
GeoPass, such as phishing, malware and secure storage of
location passwords at the server.
In summary, based on our findings in four separate studies,

we identify the promising aspects for future research on
location-based user authentication schemes.

1.1. Contributions

We now highlight the major findings of our studies with
references to the corresponding sections that accommodate
detailed discussions. We discuss the implications of all of our
findings in Section 8.

1.1.1. Field study
A field study of a user authentication system offers better
realism than laboratory studies. It provides participants with a
meaningful motivation to remember their password, namely
that they use it to log into a real-life account, plus it ensures
that authentication is truly a secondary task, where using the
system is the primary task. For example, in our study, the par-
ticipants logged in using a location password to access their
course study materials and their grades on examinations and
assignments in a particular course.
We conducted a 66-day-long field study, including 1781

login sessions from 50 participants. Our results show the
login performances of users in a real-world context, where the
overall login success rate was 96.1% and the median login
time of 19 seconds. We analyzed the login performance distri-
bution among users for a detailed understanding of the usabil-
ity issues (Section 4.3).
A training effect occurs when users get better at entering

their password over time. Prior field studies on authentication
schemes lack a detailed analysis of training effects, so it
remains unknown to the research community how login per-
formance changes during a long-term field study. We give an
insight into this issue by examining the change in login per-
formance over login sessions, where we found an overall
improvement in login performance with more login sessions,
including a 59% reduction in median login time to just 17
seconds by the 31st login session (Section 4.4).
Our field study does not include a control condition, and

thus, we do not directly compare the login performance of
GeoPass scheme with that of the traditional textual password.
As reported in a comprehensive survey on 25 different pass-
word schemes (Biddle et al., 2012), none of the field studies
conducted on these schemes included a control condition.
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However, we note that given enough participants, having a
control condition in the future study would let us conduct a
direction comparison between two schemes.

1.1.2. Multiple-password interference studies
Password interference (Biddle et al., 2012; Chiasson et al.,
2009b) occurs when users confuse the password of one
account with that of another account. Each of our two inter-
ference studies was conducted over the span of 3 weeks. We
used a separate group of participants for each study to prevent
training effects from carrying over. Each participant had to
remember four different location passwords, one for each of
four different accounts. Although in real life, users have to
remember >4 passwords, to keep consistency with prior
multiple-password studies that asked users to remember either
three or four passwords (Everitt et al., 2009; Hlywa et al.,
2011; Wright et al., 2012), the participants in our interference
studies were asked to remember four location passwords.
Interference Study I: In the first interference study, we

found that users remembered location passwords in <70% of
login sessions (Section 5.2), where 41.5% of login attempts
failed due to interference effects. For deeper understanding,
we investigated both accurate and non-accurate interference
(Section 5.3). In doing so, we found that the interference
effect between a pair of location passwords had no correlation
with the geographic distance between them (Section 5.4). In
other words, participants were not confused by location pass-
words that were geographically near each other. Rather, they
failed to associate their location passwords with the corre-
sponding accounts and thus could not log in successfully.
Interference Study II: Based on our analysis in Interference

Study I, we hypothesized that interference effects could be
reduced if participants would be asked to make a mental story
during registration to create a meaningful association between
their location password and the corresponding account
(Section 5.4). For example, in Interference Study II that
examines the efficacy of this approach, one participant chose
the Bellagio in Las Vegas as her location password for her
bank account, and her story was: ‘Bank→Money→Las
Vegas→Bellagio’. In this way, participants could better mem-
orize the location password for a particular account. In
Interference Study II, we found a 98% login success rate 1
week after registration and a 99% success rate after 2 weeks
(Section 6.3), where just 3.4% of login attempts failed
because of interference effects (Section 6.4).

1.1.3. Shoulder-surfing study
In a shoulder-surfing attack (Florencio et al., 2007; Tari et al.,
2006), as users enter login information, an attacker may gain
knowledge about users’ credentials by direct observation.
Tari et al., (2006) showed that neither traditional textual pass-
words nor commercially available graphical passwords (e.g.
Passfaces (Authentication 2004)) provide sufficient resilience
against shoulder surfing. In our shoulder-surfing study

(Section 7.2), participants playing the role of attackers could
login 48% of the time to the ‘victim’ account. Such a high
rate of success shows that more attention is required from the
research community to improve the resilience of location
passwords against this attack. Our analysis found that how a
user navigated to the location password, either by panning or
typing the full address in the search bar, did not affect the
success rate of shoulder surfing.

The rest of our article is organized as follows: we give an
overview of the notable textual and graphical authentication
schemes in Section 2, followed by a discussion on geographic
location passwords in Section 3. The results of our field study
are reported in Section 4. In Sections 5 and 6, we describe the
findings from our first and second interference studies,
respectively. We report the results of our shoulder-surfing
study in Section 7. The implications of our findings and the
potential of future research are discussed in Section 8, fol-
lowed by a conclusion on our work in Section 9.

2. RELATED WORK

In this section, we give a brief overview of notable textual
and graphical password schemes, in which we highlight why
existing schemes are insufficient. We then discuss geographic
location passwords and their potential.

2.1. Textual password schemes

Traditional user-chosen textual passwords are fraught with
security problems and are especially prone to password reuse
and predictable patterns (Das et al., 2014; Campbell et al.,
2011; Shay et al., 2010). Ur et al., (2015) showed that miscon-
ceptions of users contribute to creating weak passwords. For
example, many users believe that adding a special character at
the end of a password makes it secure (Ur et al., 2015). Their
study also showed that users could anticipate only the targeted
guessing attack, believing that it is a secure approach to use a
birthday or name as a password if those data are not available
on social networking sites. More recently, Ur et al., (2016)
showed that users have serious misconceptions about the
impact of basing passwords on common phrases and including
digits and keyboard patterns in passwords, which lead them to
creating weak and predictable authentication secrets.

Different password restriction policies have been deployed
to get users to create stronger passwords (Campbell et al.,
2011; Shay et al., 2010, 2014). These studies report, however,
that such policies do not necessarily lead to more secure pass-
words, but they do adversely affect memorability in several
cases. In another study, Shay et al. (2015) found that a multi-
step password-creation process that provides guidance to
users is not effective enough in creating strong passwords.

While user-chosen textual passwords fail to provide adequate
security, Bonneau et al., (2012) suggested a set of usability and
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security metrics that are required to be addressed in order to
provide a viable solution to the usability–security tension in
online user authentication. In their metrics, system-assigned ran-
dom password schemes are more secure than the user-chosen
passwords, but they fail to provide sufficient memorability,
even when natural language words are used (Shay et al., 2012;
Wright et al., 2012). Forget et al., (2008) and Forget (2012)
proposed the Persuasive Text Passwords scheme as a hybrid
between user-selected and system-assigned passwords, but the
memorability can be poor—as low as 25%.

2.2. Graphical password schemes

Graphical password schemes can be divided into three categor-
ies (Biddle et al., 2012), based on the kind of memory leveraged
by the systems: (i) drawmetric (recall-based), (ii) locimetric
(cued-recall-based) and (iii) cognometric (recognition-based).

2.2.1. Drawmetric
The user is asked to reproduce a drawing in this category of
graphical passwords. In Draw-a-Secret (DAS) (Jermyn et al.,
1999), a user draws on top of a grid, and the password is repre-
sented as the sequence of grid squares. Nali and Thorpe (2004)
showed that users choose predictable patterns in DAS that
include drawing symmetric images with 1–3 pen strokes, using
grid cell corners and lines (presumably as points of reference)
and placing their drawing approximately in the center of the grid.
BDAS (Dunphy and Yan 2007) intends to reduce the

amount of symmetry in the user’s drawing by adding back-
ground images, but this may introduce other predictable beha-
viors such as targeting similar areas of the images or image-
specific patterns (Biddle et al., 2012). DAS and BDAS have
recall rates of no higher than 80%.

2.2.2. Locimetric
The password schemes in this category, including Passpoints
(Chiasson et al., 2007; Wiedenbeck et al., 2005a) and Cued
Click-Points (Chiasson et al., 2007), present users with an
image and have users select points on the image as their pass-
word. Dirik et al., (2007) developed a model that can predict
70–80% of the user’s click positions in Passpoints. To
address this issue, Chiasson et al. (2008, 2012) proposed
Persuasive Cued Click-Points (PCCP), in which a randomly
positioned viewport is shown on top of the image during
password creation, and users select their click-point within
this viewport. The memorability for PCCP was found to be
83–94%. In a follow-up study, Chiasson et al. (2009a) found
predictability in users’ click points and indicate that the hot-
spot issue is still a security concern for PCCP.

2.2.3. Cognometric
In this recognition-based category of graphical passwords, the
user is asked to recognize and identify their password images

from a set of distractor images. Passfaces (Authentication
2004; Valentine 1998) is a commercial cognometric system in
which users select one face among a panel of nine distractor
faces and repeat this over several panels. Davis et al., (2004)
have found that users select predictable passwords on faces
(their own version of Passfaces), biased by race, gender and
attractiveness of faces. As a result, the commercial Passfaces
(Authentication 2004) product now assigns a random set of
faces instead of allowing users to choose. Everitt et al.,
(2009) show that, unfortunately, users have difficulty in
remembering system-assigned Passfaces.
In the graphical password scheme proposed by Davis et al.,

(2004), users were asked to build a story to remember a set of
images in correct order. The study (Davis et al., 2004) found a
85% login success rate over the span of 1 week. In another
study, Al-Ameen et al. (2015) proposed a cognometric scheme
called CuedR where they combined different types of memory
cues to help users memorize system-assigned passwords. In a
follow-up study (Al-Ameen et al., 2015a), the authors exam-
ined the individual impact of different types of cues and user
interaction on the memorability of system-assigned recogni-
tion-based graphical passwords and found that the combination
of verbal and spatial cues for recognizing object images per-
formed best among seven different schemes. In a third study
(Al-Ameen et al., 2015b), the authors compared textual and
graphical recognition-based schemes offering memory cues,
and found that adding images to textual information contribu-
ted to gain a significant improvement in usability.
Recently, Bianchi et al., (2016) have proposed PassBYOP, a

novel graphical password scheme for public terminals, designed
to improve the security of graphical password systems against
observation attacks such as shoulder surfing by integrating live
video of a physical token that a user carries with them. So
unlike typical graphical password schemes that use static digital
images, PassBYOP uses personalized physical tokens based on
digital pictures displayed on a user-owned device such as a
smartphone. Users are required to present these images to a sys-
tem camera and then enter their password as a sequence of
selections on live video of the token, while highly distinctive
optical features are extracted from these selections and used as
the password. The study (Bianchi et al., 2016) found a 9% error
rate with this scheme during task completion by the participants.

2.3. Multiple-password studies

Biddle et al. (2012) identified multiple-password interference
as a major usability concern and found in their extensive sur-
vey that only a handful of graphical password schemes have
been evaluated with an interference study. To the best of our
knowledge, no interference study has been conducted yet on
geographic location passwords.
In a multiple-password study on locimetric graphical pass-

words (e.g. Passpoints) (Chiasson et al., 2009b), the authors
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reported that 57% (15/26) of the participants were able to
recall their graphical passwords successfully after 2 weeks of
registration, and the average login time varied between 18
and 47 seconds.
Everitt et al. (2009) performed a multiple-password study

on a cognometric graphical password scheme similar to
Passfaces (Authentication 2004). The study (Everitt et al.,
2009) demonstrated that participants using four different pass-
words each week had a failure rate of 15.23% after a month,
when each password was used once a week.

2.4. Shoulder-surfing attack

Shoulder-surfing attacks and defenses have been studied for
both textual and graphical passwords, though not for geo-
graphic location-password schemes. We now briefly discuss
this prior work.
In the shoulder-surfing study conducted by Tari et al.,

(2006), the university students played the role of attackers
and the experimenter played the role of a victim. The study
(Tari et al., 2006) found that neither traditional textual pass-
words nor graphical passwords (with mouse input) provide
sufficient resilience against shoulder surfing.
De Luca et al., (2013) examined the impact of fake cursors

in providing resilience against shoulder surfing when passwords
are entered through an on-screen keyboard. They found, how-
ever, that users act predictably to identify their active cursor
(e.g. moving the mouse cursor to the border of the interaction
area or moving the mouse in small circles), which may make it
easy for the shoulder surfer to find the real cursor and subse-
quently the authentication secret from on-screen keyboard
entries. von Zezschwitz et al. (2015a) proposed a touch gesture-
based mechanism to input the authentication secret gaining
higher resilience against shoulder-surfing attack.
Shoulder-surfing attacks pose a particularly serious security

threat for graphical passwords (Biddle et al., 2012). A few
techniques have been proposed to gain resilience against
shoulder surfing, such as eye-gaze entry used for locimetric
passwords (Forget et al., 2010) and, in drawmetric passwords,
‘snaking’ away the strokes of the drawn password while they
are being drawn (Zakaria et al., 2011). These techniques suffer
from usability problems (Forget et al., 2010; Zakaria et al.,
2011). von Zezschwitz et al. (2015b) conducted a systematic
evaluation on the shoulder-surfing susceptibility of drawmetric
passwords, and found that line visibility and pattern length are
the most important parameters to ensure observation resistance.
Al-Ameen et al. (2015) implemented variant response feature

to gain resilience against shoulder-surfing attack for recognition-
based graphical passwords, where users are required to enter a
small-case letter for selecting an image and this letter changes
between login sessions. An attacker needs to look at the key-
board and monitor simultaneously to gain the user’s authenti-
cation secret, which has been found to be difficult in practice

(Al-Ameen et al., 2015; Tari et al., 2006). A shoulder-surfing
study on the PassBYOP scheme showed that all of the three
participants were able to gain users’ authentication secrets
when public images are used, but the resilience to this attack
was improved by using private images (Bianchi et al., 2016).

3. GEOGRAPHIC LOCATION PASSWORDS

Geographic location-password schemes represent a recent cat-
egory in password research. In these schemes, users select one
or more locations in an online map (e.g. Google Maps) as their
password. To the best of our knowledge, four schemes (Hang
et al., 2015; Spitzer et al., 2010; Sun et al., 2012; Thorpe
et al., 2013) in this password category have been proposed to
date, where GeoPass, proposed by Thorpe et al., (2013), shows
most potential in terms of usability and security.

In GeoPass, the user’s password is a single location on an
online map (Google Maps). This secret location, known both
as the location password and just geopass,1 is selected by the
user at registration by right-clicking on the map. The search
bar helps to make navigation faster by enabling the user to
type the name of a place. Also, typing leads to a drop-down
menu suggesting locations in which the searched item may
appear. Zooming and panning are also enabled via the
Google Maps Application Programming Interface. Using the
convention that a higher numbered zoom level represents
being zoomed in closer, the initial zoom level is 2, and
GeoPass allows the user to click on a location at a minimum
zoom level of 16. A successful login requires the users to
click within a 21× 21 pixel box around the location password
they had set, while the error tolerance is calculated at zoom
level 16. We refer readers to Thorpe et al.ʼs (2013) paper for
in-depth discussion on the features of GeoPass.

Thorpe et al., (2013) performed a security analysis of
GeoPass with three different types of threat models, where
the most effective attack was produced when the adversary
has local knowledge of users. Even though this attack model
guessed 11% of location passwords, it required 216.36 guessing
attempts. The authors compared this worst-case scenario
attack on location passwords to recent attacks against text
passwords and found that the attackers might require up to 82
times more guessing attempts in GeoPass as compared to text
passwords for gaining this 11% guessing success rate.

The security of a password scheme goes beyond guessing
attacks. For example, shoulder-surfing attacks are considered
a security threat for many authentication schemes, in which
the attackers gain users’ authentication secrets through direct
observation (Bianchi et al., 2016; Tari et al., 2006; von
Zezschwitz et al., 2015b; Zakaria et al., 2011). Against these
attacks, the guessing strength of the passwords does not pro-
vide any security guarantee. Moreover, authentication

1In lowercase to avoid confusion with the system name.

609EXPLORING THE POTENTIAL OF GEOPASS

INTERACTING WITH COMPUTERS, Vol. 29 No. 4, 2017



schemes with mouse input, including GeoPass, could be
highly vulnerable to shoulder surfing. In this work, we thus
examine this aspect of GeoPass’s security through a shoulder-
surfing study. In addition, we discuss other security issues of
GeoPass, such as phishing, malware and secure storage of
location passwords at the server.
Thorpe et al., (2013) conducted a 9-day-long user study on

GeoPass with three sessions: two in a laboratory setting and
one online. The login success rate was 97%, and the median
login time was found to be no >30 seconds (Thorpe et al.,
2013). The user feedback on GeoPass was encouraging, and a
majority of users showed interest to use the scheme in real
life (Thorpe et al., 2013). Their study on GeoPass (Thorpe
et al., 2013) did not make a direct comparison with traditional
textual passwords. What we know about such passwords,
however, shows even more promise in GeoPass. For example,
Shay et al., (2014) measured the memorability of user-chosen
textual passwords following different composition policies,
where each user was required to remember a single password.
The study found that after 2 days of registration, the login suc-
cess rate was <87% (within five attempts) for all of the studied
composition rules. In contrast, the laboratory study on GeoPass
(Thorpe et al., 2013) showed 97% login success rate.2 We thus
argue that further study of location-password schemes, and
GeoPass in particular, is warranted.
A comprehensive survey on graphical password schemes

demonstrates that an authentication scheme showing promis-
ing usability in a preliminary laboratory study should be fur-
ther studied to understand its usability in real-world use and
identify how well users handle multiple passwords (Biddle
et al., 2012). We thus conducted a field study and multiple-
password interference studies for a deeper understanding on
the usability of GeoPass scheme.
Other schemes: There are three other schemes that use map

locations as an authentication secret: one called PassMap
(Sun et al., 2012) and another one proposed by Spitzer et al.,
(2010). PassMap requires the user to choose two locations as
the location password, while Spitzer’s scheme requires the
user to select five or seven locations at different zoom levels.
Thorpe et al., (2013) have shown that GeoPass is more usable
than other digital-map-based schemes (Spitzer et al., 2010;
Sun et al., 2012) because of its requirement to click on a sin-
gle location and normalized error tolerance to a given zoom
level. The login success rate in GeoPass (97%) was found to
be higher than the rate in PassMap (92.59%). Recently, Hang
et al., (2015) designed a location-password-based secondary
authentication scheme, where users are required to choose a
place from Google Map as an answer to a location-based cog-
nitive questions. Their scheme offered 84% memorability a
month after registration (Hang et al., 2015).

4. FIELD STUDY

In the preliminary laboratory study on GeoPas, Thorpe et al.,
(2013) found satisfactory memorability for this scheme. We
investigate deeper into the usability of GeoPass through a
field study, which offers a good measure of login performance
in a realistic setting. In particular, field studies help ensure
that logging in becomes a secondary task for users as they are
primarily seeking to use the system, plus it provides a realistic
motivation to memorize the authentication secret.
In this section, we describe the procedure and results of our

field study, where we address the following research questions:

• How usable would GeoPass be in a real-world setting in
terms of login performance of users?

• How do the login performances in GeoPass change over
login sessions (i.e. what is the training effect)?

4.1. Study design

We conducted the field study on a computer science class
with both undergraduate and graduate students. At the begin-
ning of study, the students were informed that we developed
a website to let them access course study materials and their
grades on examinations and assignments.3 At this point, stu-
dents were not told that they would be using the scheme as a
part of the field study, since it could make them conscious
about their login performance (Biddle et al., 2012; Chiasson
et al., 2007). To note, this deception in our study was
approved by IRB.
Upon collecting the students’ names from the instructor, a

username (firstname.lastname) was assigned to each
user. With a projector, the students were shown the registration
and login procedure with GeoPass scheme. Then, the students
were asked to create a geopass for their accounts. To protect
against unauthorized access, the usernames of the students
were pre-stored in the system so that only students in this class
could create accounts, one per username. Table 1 shows the
results for registration, where maximum, minimum, median
and standard deviation are cited as Max, Min, Med and SD,
respectively. The median registration time was ~2.6 minutes.
The GeoPass system was active for 66 days. At the end of

semester, we informed the students about our field study. Out
of 57 students in this class, 50 students (10 women and 40 men
with a mean age of 24) gave positive consent to use their login
information for the study and signed consent forms before par-
ticipating in an anonymous paper-based survey. They were
compensated with extra credit in a class assignment for partici-
pating in this survey, and an alternative assignment was offered
for those who did not want to participate. The participants had
not taken any courses on usable security or human–computer

2We note that direct comparison between different studies should be taken
with caution.

3Grades were posted in a file containing all students’ grades and anon-
ymized by replacing names with a code given to each student.
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interaction, nor had they participated in a password-related user
study. During registration, the participants were discouraged
from writing down their location passwords.
Our system recorded 1781 login sessions performed by

these 50 users during the study. The users could log in at any-
time from anywhere using their desktop or laptop computers.
Fifty-six percent of users reported that in most cases, they
logged in from a computer with a 15-inch screen, while the
screen sizes of computers for other users varied from 12 to 27
inches. Thus, most of our results indicate the performance of
users on typical computer screens.
During authentication, we started counting login time when

the Google map interface was shown to the user after entering
her username. A successful attempt required the user to enter
both her username and geopass correctly. An unsuccessful
attempt refers only to sessions where the username was cor-
rect but the geopass was selected incorrectly.
To reset a geopass, the participant had to send an email to

the experimenter from her .edu email account, and in response
she would receive a link through email to create a new geopass.
Five participants had to reset their geopasses within the first
few days of the study because of a technical problem in our sys-
tem. The results reported in this article do not include any login
sessions for these users performed prior to these resets, since
the corrupted data had to be deleted while fixing that tech-
nical issue. Thereafter, no participant reset her geopass during
the study.

4.2. Significance tests

To analyze our results, we use statistical tests and consider
results comparing two conditions to be significantly different
when we find P < 0.05, unless otherwise specified. We
implement Bonferroni correction wherever appropriate. We
selected statistical tests based on their appropriateness for the
corresponding data sets. In this brief section, we give an over-
view of the statistical tests that we use in our analysis.
When comparing two conditions where the variable is at

least ordinal, we use a Wilcoxon signed-rank test for the
matched pairs of subjects and a Wilcoxon–Mann–Whitney test
for unpaired results. Wilcoxon tests are similar to t-tests, but
make no assumption about the distributions of the compared
samples, which is appropriate to the data sets in our conditions.
Whether or not a participant successfully authenticated is a bin-
ary measure. So, we use either a McNemar’s test (for matched
pairs of subjects) or a chi-squared test (for unpaired results) to
compare login success rates between two conditions (Fig. 1).

4.3. Overall login performance

In our field study, we recorded 1781 login sessions, where a
single login session (or login) by a participant may include
multiple attempts to authenticate successfully. A login is
marked as unsuccessful when the participant leaves the
authentication webpage after failing to click on the correct
location. To find the full distribution of the number of
attempts needed for a successful login, we did not limit the
number of attempts a participant can make during a login ses-
sion. One attempt refers to right-clicking at a location on the
Google map.

Participants performed 35.6 logins on average (minimum:
8, maximum: 130). Figure 2 shows the number of logins by
the participants, where a (x,y) point represents the percentage
of participants (y%) who conducted at least x logins, either
successful or unsuccessful.

We measured the average login performance of each partici-
pant in her login sessions (see Figs 3–5) and calculated the
overall login performances for all of the participants over 1781
login sessions (see Table 2). The overall login success rate was
96.1%. Users required 1.3 attempts (on average) per successful
login, while the average login time was 32 seconds, with a
median of 19 seconds. The login success rate is similar to the
results from the single-laboratory study of Thorpe et al., (2013)
(97%) and shows that GeoPass has good memorability in a
real-world setting for a single geopass.

To illustrate the login performance in more detail,
Figures 3–5 show empirical cumulative distribution functions
(ECDFs) of login performance statistics taken over the users
in our study (in Fig. 3, the x-axis is shown with increasing
success rates and thus appears reversed).

Figure 3 shows login success rates among participants.
GeoPass proved sufficiently memorable for nearly all our par-
ticipants. Forty-eight percent of participants had a 100% login
success rate, 82% had at least a 90% success rate and 96%

Figure 1. A partial screen shot of the GeoPass scheme.

Table 1. Field Study: registration time
(seconds).

Mean Med SD Max Min
203 154 162 593 25
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had at least an 80% success rate. The minimum success rate
for any participant was 70%.
Figure 4 shows the average number of attempts per suc-

cessful login among the participants. Ninety percent of parti-
cipants made at most two attempts on average to authenticate
successfully, and 100% of participants logged in successfully
within five attempts on average.
The performance for login time was more mixed. Figure 5

shows the average login time among participants. The average
login time was 20 seconds or less for 18% of participants and

30 seconds or less for 46% of participants. The median login
time was 15 seconds or less for 22% of participants and 30
seconds or less for 76% of participants. Thus, 24% of partici-
pants had median login times >30 seconds, so a substantial
fraction of users faced substantial delays in getting to their
information.

4.4. Training effects

Users performing any task typically get better with prac-
tice, a phenomenon known as the training effect, and this
may be particularly true for recalling a piece of informa-
tion. Compared to first-time users, a user logging in with
the same location password over time may both improve
her skill in finding and clicking on the location and her
memory of the location. Since the true performance of a
scheme matters as summed up over the lifetime of the pass-
word, not for a single login, quantifying these improve-
ments is very important to measuring the usability of the
scheme. A short-term laboratory study cannot measure the
benefits of practice in users’ login performance. Thus, it
remains unknown to the research community how login
performances change over login sessions due to training
effect. The prior field studies on graphical passwords did
not present a detailed analysis of the training effect. To
determine the extent of any training effects for GeoPass
users in a real-world setting, we analyzed the change in
login performance over login sessions. The results are
shown in Figures 6–8. We illustrate the results at every
sixth session, i.e. at nth login session (n= 1, 7, 13, 19, 25,
31). Here, we consider up to the 31st login session, since
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Figure 5. Field Study: login time.
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Figure 4. Field Study: mean number of attempts.

Table 2. Field Study: overall login performance (login sessions:
1781; login success rate: 96.1%).

Mean Med SD Max Min
No. of attempts 1.3 1 1.3 22 1
Login time

(seconds)
32 19 59 997 5
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Figure 2. Field Study: number of logins by the participants, where a
(x,y) point represents the percentage of participants (y%) who con-
ducted at least x logins, either successful or unsuccessful.
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Figure 3. Field Study: login success rate (50 participants).
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using the next value of n (37) would make for a rather
small sample size (15 users).
We note that the sample size changes (shrinks) for each

successive value of n 7> . As we are looking for a training
effect, we may be concerned about the remaining population
of users being more adept at using the system than those who

have stopped logging in. Our results, however, show that the
number of login sessions performed by a participant did not
have a strong correlation with her login success rate (r =
0.18), number of attempts for successful login (r 0.11= - )
or login time (r 0.21= - ). As the strongest training effects
that we found occurred by session n = 7, this is not a surpris-
ing result.

We note that the nth login session of any given participant
likely occurred at a different time than that of other partici-
pants. The number of participants varied for different values
of n (login session), since the participants performed different
numbers of logins (see Fig. 2). Table 3 represents the number
of participants in each of the nth login sessions.

4.4.1. Login success rate
The login success rate was 84% in the first login session,
94% in the 7th login session and 100% in the 13th login ses-
sion (see Fig. 6).4 The login success rate remained at 100% in
the 19th, 25th and 31st login sessions. Thus, we see an appar-
ent training effect in which users learn their geopasses better
after a modest number of sessions.

We did not find significant difference in login success rate
between any pair (m n, ) of login sessions m n, 1, 7, 13,( =
19, 25, 31 .) To note, we implement Bonferroni correction
and consider results comparing two conditions to be signifi-
cantly different when we find P < 0.0033.

4.4.2. Number of attempts
The mean number of attempts for a successful login was 1.79
in the first login session, which decreased to 1.19 in the seventh
login session. Except for the 19th login session, the mean num-
ber of attempts for successful logins decreased over the login
sessions as shown in Figure 7. Again, we see that participants
more completely learned their geopasses after six sessions and
made fewer mistakes. As shown in Figure 7, the standard devi-
ation in the number of attempts for successful login was higher
in the first login session as compared to other sessions.

For significance tests in this section, we used Wilcoxon
signed-rank tests for matched pairs of subjects and Wilcoxon–
Mann–Whitney tests for unpaired results. As we implement
Bonferroni correction, we consider results comparing two con-
ditions to be significantly different when we find P < 0.0033.
The analysis show that the number of attempts for successful
login in the 13th (W = 795.5, P < 0.0033), 19th (W = 628,

Table 3. Field Study: number of participants in the nth
login session.

n 1 7 13 19 25 31
Participants 50 50 44 35 28 21
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Figure 6. Field Study: the change in login success rate over the ses-
sions (Table 3 shows the number of participants in each login
session).
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Figure 8. Field Study: the change in login time over the sessions
(Table 3 shows the number of participants in each login session).

4A given (x,y) point in Figures 6–8 represents the average login perform-
ance (y) of the participants calculated over the xth login session of each
individual.
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P < 0.0033), 25th (W = 475.5, P < 0.0033) and 31st (W =
333.5, P < 0.0033) login sessions were significantly less than
that in the first login session. As shown in Table 4, we did
not find significant difference in number of attempts between
any other pair (m n, ) of login sessions m n, 1, 7, 13, 19,( =
25, 31 .)

4.4.3. Login time
The mean login time was 91 seconds in the first login session,
which decreased to 37 seconds in the seventh login session.
As shown in Figure 8, mean and median login times
decreased over the login sessions, where we find an exception
at the 25th login session. Figure 8 shows that the standard
deviation in login time in the first session was higher than the
other login sessions. Some participants seem to have much
more difficulty learning the new system or recalling their geo-
pass the first time. Here, the training effect results in users
getting faster at finding their geopass location in the map
interface with fewer mistakes. The results of significance tests
for login time between pairs of login sessions are shown in
Table 5, which suggest that although most of the performance
improvement occurs in the first few sessions, users continue
to get moderately faster at logging in even after 13 sessions.

4.5. Summary

Our 66-day-long field study including 1781 login sessions
from 50 participants provides a deeper understanding on the
usability of GeoPass in a real-life setting and the change in
login performance with more login sessions. The results
showed promise for GeoPass scheme in a real-world scenario,
where the overall login success rate was 96.1% and the
median login time was 19 seconds. We also gave an insight
into the training effect on GeoPass, where we found an overall
improvement in login performance with more login sessions
with some modest fluctuations. While Thorpe et al., (2013)
reported their concern about the login time of GeoPass, we
found that the median login time dropped to 17 seconds by the
31st login session, a 59% reduction overall as compared to the
median login time in the first session (41 seconds).
In our field study, participants were required to remember a

single location password. In the next section, we report our
results for the interference study on GeoPass, where we asked
participants to remember multiple location passwords.

5. INTERFERENCE STUDY I

Because of password interference (Biddle et al., 2012;
Chiasson et al., 2009b), users confuse the password of one
account with that of another account while remembering mul-
tiple passwords. So, it is important to conduct interference
study in order to investigate deeper into the usability of an authen-
tication scheme (Biddle et al., 2012; Chiasson et al., 2009b).T
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We conducted two separate interference studies on GeoPass,
where we address the following research questions:

(i) How usable would GeoPass be when users would
have to remember multiple location passwords?

(ii) How prominent will the interference effects be for
multiple location passwords?

(iii) If an interference effect is found in GeoPass, why
does interference occur in this scheme and how could
we reduce interference effects and improve the mem-
orability for multiple location passwords?

In this section, we report the results of our first interference
study, where we explore the login performances and the cor-
responding interference effects when users have to remember
multiple location passwords in GeoPass (Thorpe et al., 2013).
Based on our findings in this study, we propose a solution to
the interference effect and examine its efficacy through the
second interference study. We report the results of our second
interference study in Section 6.

5.1. Study design

We conducted the study in a course on computing basics
intended for students from a broad range of majors. Out of 60
students in this class, 18 students (11 women and 7 men) par-
ticipated in our study. Their mean age was 23. The subjects
were compensated with extra credit in a class assignment for
participating in this study, and an alternative assignment was
offered for those who did not want to participate.

Haque et al., (2013) classify websites into four categories:
(i) financial (e.g. WellsFargo.com), (ii) identity (e.g. Gmail),
(iii) content (e.g. Netflix, Weather.com) and (iv) sketchy
(unfamiliar sites offering coupons and often attracting transi-
ent user relationships). We built one website from each of the
above categories and refer to them in this article as bank,
email, movie and deals, respectively. Each site was equipped
with GeoPass for user authentication. The sites were designed
to have the images and layouts from familiar commercial
sites, with the exception of the deals site, which was designed
to look less professional.

5.1.1. Procedure
The 3-week-long laboratory-based interference study included
three sessions, which we will call sittings to distinguish from
login sessions. The sittings were held 1 week apart. In the first
sitting (registration), we gave the participants an overview of
GeoPass and asked them to create a location password for each
account. To best study interference effects, the participants
were asked to create a distinct geopass for each account. In the
second and third sittings, users were asked to log into their
four accounts from the laboratory computers. We refer to these
latter sittings as Login 1 and Login 2, respectively. The partici-
pants could log into the sites in any order.T
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If a participant failed to log into an account after five
attempts, she was shown a button that she could use to view
her geopass. She was also allowed to make more attempts
without viewing her location password. Once the button was
clicked to view the geopass, however, the participant was no
longer able to attempt to log into that account for that sitting.
During registration, the participants were asked not to write
down their location passwords.
We note that we found no statistically significant differ-

ences between Login 1 and Login 2 for number of login
attempts, login time or interference effects.

5.2. Login performance

Each of the 18 participants logged into four accounts in both
Login 1 and Login 2, making a total of 72 login sessions in
each sitting. The results for login performances are shown in
Table 6. In the rest of this article, number of attempts and
login time, respectively, refer to the required attempts and
time for successful logins only, unless otherwise specified.
The results for login performances are shown in Table 6. The

overall login success rates were 58% in Login 1 and 67% in
Login 2. These rates are likely unacceptable for any real-world
application. The mean number of attempts for successful logins
were 2.8 in Login 1 and 3.1 in Login 2, while the median was 1
in both sittings. The mean times for successful logins were 59
seconds in Login 1 and 45 seconds in Login 2, while the med-
ians were 43 seconds in Login 1 and 35 seconds in Login 2.

5.3. Interference effect

We now explain how we measure the interference effect and
describe the corresponding results. In each sitting, every

participant was asked to complete four login sessions, each
for one account. We refer to the account corresponding to
current login session as the visible account and refer to the
other three accounts as invisible accounts. For example, when
a participant attempts to log into the bank account, the bank
account is visible, while email, movie and deals accounts are
considered invisible. Thus, a successful login requires the
user to select the geopass of the visible account. Because of
interference effects, a user may mistakenly click on the geo-
pass of an invisible account. Table 7 shows the summarized
results for interference effects in our study.

5.3.1. Method of computation
We did not restrict the number of attempts a participant could
make for a successful login, and clicking at a location other
than the geopass of the visible account results in an unsuc-
cessful attempt. We figure out the impact of interference on
the failure of an attempt in the following way: for each unsuc-
cessful attempt, we measure the distances (in kilometers)
between the clicked location and her geopasses for each of
the four accounts. In this way, we find the account whose
geopass is closest to the clicked location. If the closest
account is the visible account, we assume that interference
did not impact the failed attempt, and we show this as non-
interference in Table 7. If the closest account is an invisible
account, we say that the attempt fails because of the interfer-
ence effect. In this case, if the clicked location is a correct
geopass for the invisible account, we classify it as accurate
interference, and otherwise we call it non-accurate
interference.

5.3.2. Results
Our results (see Table 7) show that 14.9% of 282 attempts
succeeded in Login 1, while 44.8% attempts failed because of

Table 6. Interference Study I: login performance of the participants (SD).

Sitting Success

Number of attempts Login time

Rate (%) Mean Median SD Mean Median SD
Login 1 58 2.8 1 4.2 59 43 47
Login 2 67 3.1 1 3.7 45 35 39

Table 7. Interference Study I: summary of the interference effect (TA,
total attempts; SA, successful attempts; Acc., accurate).

Sitting

Failed attempts (%)

TA
SA

Interference

Non-interference(%) Acc. Non-acc.
Login 1 282 14.9 5.0 39.8 40.4
Login 2 309 15.5 1.9 36.3 46.3
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interference effects (considering both accurate and non-
accurate interferences). In Login 2, 15.5% of the 309 attempts
were successful, and 38.2% attempts failed because of inter-
ference effects.

5.4. The causes of interference

It is possible that a user who selects two geopasses near each
other may confuse them, leading to interference. We thus
seek to determine whether the interference effect between a
pair of accounts had any correlation with the distance
between corresponding pairs of geopasses. Figure 9 shows an
ECDF for the distances between geopasses of each pair of
accounts, where over one-quarter (27.8%) of geopass pairs
were within 2.0 km.
To measure the interference effect between two accounts

for a given participant, such as bank and email, we counted
the number of failed attempts T1 for which bank was the vis-
ible account and email was the invisible account with the
closest geopass (compared to the geopasses of the movie and
deals accounts) to the clicked location. We then calculated T2
representing the number of unsuccessful attempts for which
email was the visible account and bank was the invisible
account with the closest geopass to the clicked location. Here,
T T T1 2= + indicates the interference effect between bank
and email accounts for this participant. We also measured the
distance D (in kilometers) between the location passwords for
the bank and email accounts of the given participant. In this
way, we measured D and T for each pair of accounts of every
participant and then calculated the correlations between D
and T. However, we did not find any strong correlations in
this respect either in Login 1 (r = 0.12) or in Login 2 (r =
0.02). Since the participants did not seem confused by geo-
passes that were geographically close, we speculate that they
failed to associate their location passwords with the corre-
sponding accounts. We propose a novel mental story
approach to address this interference issue in GeoPass (see
Section 6.1).

5.5. Summary

In this interference study, we found that users remembered
location passwords in <70% of login sessions, where 41.5% of
login attempts failed due to interference effects. For deeper
understanding, we investigated both accurate and non-accurate
interference, and our analysis shows that the interference effect
between a pair of location passwords had no correlation with
the geographic distance between them. In other words, partici-
pants were not especially confused by location passwords that
were geographically near each other. Rather, they failed to
associate their location passwords with the corresponding
accounts and thus could not log in successfully. The findings
from this study motivated us to design a mental story approach
to address interference issue in GeoPass. We evaluate the effi-
cacy of this approach in Interference Study II, described in the
next section.

6. INTERFERENCE STUDY II

In this section, we describe the second interference study,
which was aimed at testing the effectiveness of our mental
story approach to address the interference issue in GeoPass.

6.1. Mental story

Based on our findings in Interference Study I (see Section
5.4), we speculate that the participants failed to associate their
location passwords with the corresponding accounts, which
contributed to the interference effect and thus to a large num-
ber of login failures. Thus, we propose an approach to better
link location passwords with their corresponding accounts
and thereby address this interference issue.

During registration, users would be asked to build a mental
story to make a meaningful association between their location
password and the account it is created for. For example, in
Interference Study II (see Section 6) that we conducted to test
the efficacy of our approach, one participant chose a location
for the bank account and built a story: ‘I had an accident
here. The accident could interrupt the financial security of a
family.’ Another participant chose for the deals account a
location in Old Trafford, UK, home to Manchester United
(the famous football club), about which she said, ‘[They]
make good deals to get skilled players in the club.’

In our approach, users are asked to type the story in a text-
box that is provided along with the Google Maps interface at
registration. Users have the flexibility to build and type the
story either before or after choosing the location password.
This story is not shown at login and thus is not required to be
stored by the system. For the purpose of our analysis, how-
ever, we did retain the stories.

The mental story approach offers theoretical benefits to
memorization. First, the mental story works as a cue to
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Figure 9. Interference Study: distances between geopasses for each
pair of accounts.
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remember new information, while an elaborative encoding (for
new information) from short-term memory to long-term mem-
ory takes place when the information can be associated with
something meaningful, such as cues (Atkinson and Shiffrin
1968). This encoding helps people to remember and retrieve
the processed information efficiently over an extended period
of time (Atkinson and Shiffrin 1968). Second, the mental story
requires deeper processing of both the place selected and the
relevant account type together. The depth of processing effect
says that processing the meaning of the information, rather
than thinking about it at a shallower level, increases the ability
of the user to retain the information (Craik and Tulving 1975).
Typing the story may help to engage the user’s mind further
compared to an entirely mental-only approach.

6.2. Study design

The procedure for Interference Study II was same as that for
the first interference study, except that participants had to
come to the laboratory only for registration in the first sitting
and logged in from home for both the second sitting (1 week
after registration) and the third sitting (2 weeks after registra-
tion). Interference Study II is thus, according to the termin-
ology of Biddle et al., (2012), a hybrid study. To get
participants to log in from home, we sent emails to the partici-
pants with links that would redirect them to our server for
logins. They had to complete the logins within 24 hours of
getting the email. During registration, the participants were
asked to not write down their location passwords.
We note that, as in Interference Study I, we found no statis-

tically significant differences between Login 1 and Login 2
for number of login attempts, login time or interference
effects.

The participants in Interference Study II were recruited
from a different class than that of the first interference study.
No student participated in both interference studies. Out of 60
students in this class, 38 students (mean age: 23) participated
in our study. The compensation for participants was same as
that in Interference Study I. In both studies, participants were
notified that their performances in the study would not affect
the compensation. They had not taken any courses on usable
security or human–computer interaction, nor had they partici-
pated in any password-related user study.

6.3. Login performance

Each of the 38 participants logged into four accounts in both
Login 1 and Login 2, making a total of 152 login sessions in each
sitting. The results for login performances are shown in Table 8.
The overall login success rates were 98% in Login 1 and

99% in Login 2. This performance is particularly impressive
given that, unlike in the field study, participants had to recall
four different geopasses learned all at once.
The mean number of attempts for successful logins were

1.6 in Login 1 and 1.8 in Login 2, while the median was 1 in
both sittings. The mean times for successful logins were
found to be 43 seconds in Login 1 and 39 seconds in Login 2,
while the medians were 27 seconds in Login 1 and 25 sec-
onds in Login 2 (see Table 8).

6.4. Interference effect

We measured the interference effect in the same way as
described in Section 5.3.1. Our results (see Table 9) show
that 63% of 237 attempts succeeded in Login 1, while 4.2%
attempts failed because of interference effects (considering

Table 8. Interference Study II: login performance of the participants (SD).

Sitting Success Rate (%)

Number of attempts Login time

Mean Median SD Mean Median SD
Login 1 98.0 1.6 0.1 1.0 43 27 2.0
Login 2 99.3 1.8 0.1 1.0 39 25 3.0

Table 9. Interference Study II: summary of the interference effect (TA,
total attempts; SA, successful attempts; Acc., accurate).

Sitting

Failed attempts (%)

TA
SA

Interference

Non-interference(%) Acc. Non-acc.
Login 1 237 62.9 2.1 2.1 32.9
Login 2 268 56.3 0.0 2.6 41.1
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both accurate and non-accurate interference). In Login 2, 56%
of 268 attempts were successful, and 2.6% attempts failed
because of interference effects. In summary, interference
effects were much lower with the mental story approach.

6.5. Comparison with Interference Study I

In Study I, users remembered location passwords in <70% of
login sessions (see Section 5.2 for details). We use a chi-
squared test (appropriate for unpaired results) to compare
login success rates between Study I and Study II. Our results
show that the login success rate of the participants in Study II
was significantly higher than that in Study I, in both Login 1,

N1, 224 58.22 ( = ) = , P < 0.001, and Login 2,
N1, 224 49.42 ( = ) = , P 0.001< .

The results of Wilcoxon–Mann–Whitney tests (appropriate
for unpaired results) show that the number of attempts for
successful logins were significantly less in Study II than that
in Study I, in both Login 1 (W= 2483.5, P < 0.01) and Login
2 (W= 2487.5, P < 0.01). We also found that participants
required significantly less time for login in Study II in com-
parison to Study I, in both Login 1 (W= 2393.5, P < 0.05)
and Login 2 (W= 3029, P < 0.05).
So, we infer that the login performances in Study II were

significantly better than that in Study I, in terms of success
rate, login time and number of attempts for successful logins.

6.6. Summary

Based on our analysis in Interference Study I, we hypothe-
sized that interference effects could be reduced if participants
would be asked during registration to make a mental story to
create a meaningful association between their location pass-
word and the corresponding account. In this way, participants
could better link the location password to the account for bet-
ter recall later. In Interference Study II, we found a 98% login
success rate 1 week after registration and a 99% success rate
after 2 weeks, where just 3.4% of login attempts failed
because of interference effects. Thus, the mental story
approach played an important role to address the interference
issue in remembering multiple location passwords.

7. SHOULDER-SURFING STUDY

In this section, we discuss the procedure and results of our
study of shoulder surfing in GeoPass. The study of Tari et al.
(2006) reveals the vulnerability of graphical passwords with
mouse input to shoulder-surfing attack. Since GeoPass also
requires users to use mouse input, it is important to study the
vulnerability of this scheme against shoulder surfing.
In the prior shoulder-surfing study (Tari et al., 2006), parti-

cipants were given pen and paper to take note while

observing the user’s authentication secret. GeoPass uses
Google Maps interface, and thus it would be interesting to
investigate if using online map interface eases the task of
shoulder surfer to record users’ location passwords.

Unlike textual passwords where users use keyboard input
for entering the password, or existing graphical password
schemes where users select an image from a set of decoys
(Authentication 2004) or choose a set of points in a given
image (Wiedenbeck et al., 2005b), in GeoPass, users first
navigate to a certain location (e.g. city or town) in an online
map, and then select a particular place from that location as
her authentication secret. So, for a successful shoulder-surfing
attack on geographic location password, the attacker requires
to carefully observe the navigation strategy of users, which is
not usually required in a shoulder-surfing attack on existing
textual or graphical password schemes. Thus, navigation strat-
egies are important to be considered while studying the resili-
ence of GeoPass against shoulder-surfing attack.

Considering the above issues, we address the following
research questions in our shoulder-surfing study on GeoPass:

• What would be the success rate of the shoulder surfers
in gaining users’ credentials?

• Do shoulder surfers have a higher chance to succeed if
they use an online map interface instead of just pen and
paper to record users’ location passwords?

• Does the method of navigation of a user to her location
password contribute to the success rate of shoulder surfers?

7.1. Study design

In this study, we recruited 30 participants (7 women, 23 men)
from the Computer Security Club, a Computer Security Class
and a Computer Security Research Laboratory at our univer-
sity. Their mean age was 23. The participants were divided
into two groups (described below), with 15 participants in
each group. The ith and i 1 th( + ) participants were assigned
to different groups.

Our observations during laboratory-based interference stud-
ies demonstrate that the participants either used the search bar
to directly navigate to the location password or typed the
name of city/town and then used panning for navigation to
the location password.5 So, we have used these navigation
strategies in our shoulder-surfing study.

Procedure: In our study, the experimenter had a one-on-
one session with each user. Written consent was obtained
from each participant before the beginning of study. We
showed and explained GeoPass to the participants and gave
an overview of the shoulder-surfing study. In this study, a
participant played the role of a hacker and the experimenter

5In our field study, participants could log in from any computer at any
time. So, we were not able to observe the navigation strategies of users during
authentication.
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played the role of a victim, where the experimenter logged in
as a user using a desktop computer with a 15-inch monitor.
The participants were divided into two groups according to

the method of navigation used by the experimenter to find the
location passwords: the Panning Group and the Typing Group.
In the Panning Group, the experimenter typed the name of the
city in the search bar and then used panning for navigation to
the location password. For the Typing Group, the experimenter
typed the full address of the geopass in the search bar for direct
navigation to that location without using panning.
In both groups (Panning and Typing), every participant

was asked to perform shoulder surfing twice. For one
shoulder-surfing attempt, the participant was given a pen and
paper to take notes, and for the other shoulder-surfing
attempt, she was provided with a 7-inch A13 Google Android
tablet with the Google map interface (at http://www.maps.
google.com) open for them to mimic the actions of the experi-
menter on Google map to gain his location password. We
attempted to randomize the order of pen and paper versus tab-
let, but due to experimental artifacts, the majority of partici-
pants used the tablet first before using pen and paper.
Thus, we get four conditions: the Panning Group using

pen and paper (Pan-P&P), the Panning Group using the tab-
let (Pan-Tab), the Typing Group using pen and paper (Typ-
P&P) and the Typing Group using the tablet (Typ-Tab).
For each participant, we used two different geopasses: one

in Sydney, Australia (for pen and paper) and another one in
Cape Town, South Africa (for the tablet). We expect that
most participants would not be familiar with either location.
The experimenter clicked geopasses at zoom level 16 in all

logins and maintained an average login time of 35 seconds
for the first group and 28 seconds for the second group. Note
that the mean login time for GeoPass was 32 seconds in the
field study (see Table 2). We let the participants get comfort-
able using Google maps on the tablet before the start of the
study. We hypothesized that the tablet would be easier to use
to get precisely the right location.
During shoulder surfing, the participants could stand behind

the experimenter, move to any side, or sit next to him to gain
the geopass. Then, they were asked to log in using the informa-
tion they had gained through shoulder surfing. For each partici-
pant, the second shoulder-surfing attempt started after she had
completed login attempts with the credentials gained through
the first shoulder-surfing attempt. Each participant was allowed
to make a maximum 10 login attempts. In the post-experiment
anonymous paper-based survey, they were asked about the
ease of shoulder surfing on GeoPass. They were compensated
with a five dollar gift card for participating in this study.

7.2. Login performance

We consider a shoulder-surfing attempt to be successful when
the participant is able to log in successfully with the location

password that she gains through shoulder surfing. Figures 10–12
illustrate the results of login performance of the participants.
Success rate: The participants in the Typ-P&P condition

were the most successful with a 67% login success rate, while
the participants in the Pan-P&P condition attained a 60% suc-
cess rate. In both the Pan-Tab and Typ-Tab conditions, the
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Figure 12. Shoulder-surfing study: login time.
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login success rate was 33%. The overall success rate (consid-
ering all conditions) of the shoulder surfers was 48%.
Login success rates are a binary measure. We divide the

pairs into a group for which we have paired results (Pan-P&P:
Pan-Tab and Typ-P&P:Typ-Tab. and a group for which results
are not paired (Pan-P&P:Typ-P&P, Pan-P&P:Typ-Tab. Pan-
Tab:Typ-Tab and Typ-P&P:Pan-Tab). For the paired results,
we perform McNemar’s tests, while for the unpaired results,
we use chi-squared tests. We found no significant differences
between any pair of conditions (see Table 10). How a user
navigated to the location password, by panning or typing, did
not impact the success rate of the attack.
Considering that the success rate was higher for pen-and-

paper conditions, though not statistically significant, we con-
clude that our hypothesis that the tablet would be easier to
use for shoulder surfing is not supported by the participants’
performances.
Number of attempts: In our shoulder-surfing study, the

mean number of attempts required for a successful login was
no >3 in any condition, and the median was 1 in all condi-
tions except for Typ-Tab, in which case it was 2. In the Typ-
P&P condition, one participant required 10 attempts to log in
successfully. No other participant in any condition required
>4 attempts for a successful login.
We do not get matched pairs of subjects while comparing

login times or numbers of attempts for successful logins in
the two study conditions, as a participant might succeed in
one condition and fail in another. Thus, we used a Wilcoxon–
Mann–Whitney test and found no significant differences
between any pair of conditions (see Table 10).
Login time: The mean and median times for successful

logins were no <70 seconds and 28 seconds, respectively, in
any condition. One participant required 987 seconds, which
was the maximum login time in any condition, while the min-
imum login time for any participant was 14 seconds.
For each pair of conditions, we used a Wilcoxon–Mann–

Whitney test to evaluate the differences in time required for
successful logins. We found that login time for the Typ-P&P
condition was significantly less than that for the Typ-Tab con-
dition (W = 6, P < 0.05), though again we note the limitation
of ordering between the tablet and pen and paper conditions.
No significant difference in login time was found between
any other pair of conditions (see Table 10).

7.3. Min-distances for unsuccessful logins

In our study, each participant who failed to log in successfully
made 10 attempts, which was also the maximum number of
attempts allowed. For each unsuccessful participant, we mea-
sured the Euclidean distances (in kilometers) between the
actual geopass and her selected locations. Then, we selected
the closest of these 10 attempts to the actual geopass and
recorded this minimum distance (min-distance). T
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Figure 13 shows an ECDF of min-distances, where we find
that the min-distance was no >0.05 km for 50% of partici-
pants in Pan-P&P, 40% in Pan-Tab, 80% in Typ-P&P and
10% in Typ-Tab. Overall, 48% of participants had a min-
distance of no >0.05 km. Note that here we consider those
participants only who failed to log in successfully after the
maximum number of allowed attempts.
We do not get matched pairs of subjects while evaluating

the difference in min-distances for failed logins of two study
conditions, so we conducted a Wilcoxon–Mann–Whitney test.
We did not find any significant difference between any pair
of conditions for min-distances (see Table 10).

7.4. Summary

Our shoulder-surfing study demonstrates that GeoPass is vul-
nerable to this attack. Participants playing the role of attackers
had success rates of 48% overall and 60–67% when using pen
and paper (Section 7.2). It is clear from these findings that
more attention must be paid from the research community to
improve the resilience of geographical location-password
schemes like GeoPass against shoulder surfing. Our analysis
found that how a user navigated to the location password,
either by panning or typing the full address in the search bar,
did not significantly affect the success rate of shoulder surfing.

8. DISCUSSION

We reported four separate studies in this article, where three
of our major contributions include: (i) understanding the train-
ing effect in improving the login performances for geographic
location passwords in a real-world context, (ii) the efficacy of
the mental story approach to reduce interference effects and
thereby improve the memorability for multiple location pass-
words and (iii) evaluating the resilience of location-password
schemes to shoulder-surfing attack.
In light of our findings, we believe that further study is

needed to identify the applications of GeoPass. In this section,

we identify several aspects that need to be addressed in the
future work on location-password schemes. In particular,
GeoPass is vulnerable to shoulder-surfing attacks, and its
login time is higher than for traditional textual passwords,
and these issues may prevent widespread deployment.

8.1. Field study

As noted by Biddle et al. (2012), a field study offers a good
measure of login performance in a realistic setting. In particu-
lar, field studies help ensure that logging in becomes a sec-
ondary task for users as they are primarily seeking to use the
system, plus it provides a realistic motivation to memorize the
authentication secret. Our field study shows a satisfactory
login success rate for GeoPass when users have to remember
a single location password.

8.1.1. Training effect
Since the prior field studies on graphical passwords did not
present a detailed analysis of the training effect, it remains
unknown to the research community how login performances
change over login sessions in a long-term field study. Our
close examination on the training effect found an overall
improvement in login performance with more login sessions,
with some modest fluctuations. While Thorpe et al. (2013)
reported concerns about the login time of GeoPass in their
short-term laboratory study, our field study found a 59%
reduction in median login time to just 17 seconds by the 31st
login session. So, it is clear that field studies like ours provide
a deeper understanding on the change in login performance
with more login sessions.
Chiasson et al. (2007) argued that the login success rate in

a laboratory study would be higher than that in a field study,
since the participants in a laboratory setting are primarily
focused on their login attempts, while in a field study, authen-
tication is a secondary task. Indeed, we found that the login
success rate was 84% in the first login session, which is less
than the study by Thorpe et al. (2013).6 The training effect,
however, compensated for this, leading to a 94% success rate
in the 7th login session and a 100% success rate in the 13th
login session.
In summary, with enough login sessions to induce training

effects, the usability and memorability of GeoPass appears to
be even better than reported from the laboratory studies of
Thorpe et al. (2013).

8.1.2. Lockout rules
Lockout rules are implemented in many systems to protect
against online guessing attacks (Florencio et al., 2007). To
implement a lockout rule that is both secure and convenient
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Figure 13. Shoulder-surfing study: minimum distances between
guessed locations and actual geopasses for failed logins.

6We note that direct comparison between different studies should be taken
with caution.
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for legitimate users, it is important to figure out the number of
attempts an actual user would usually require to log in suc-
cessfully. Our field study gives insight to this issue, as we
found that 90% of participants made at most two attempts on
average to authenticate successfully, and 100% of participants
logged in successfully within five attempts on average. Thus,
GeoPass is amenable to reasonable lockout rules.

8.2. Interference studies

In our interference studies, we consider geographic distance
to understand the interference effects on GeoPass. We distin-
guish the login attempts that failed because of confusion with
other passwords (i.e. likely interference) from attempts that
failed due to simply forgetting the desired password (i.e. non-
interference). We investigate both accurate and non-accurate
interferences for an in-depth understanding of interference
effects. As noted by Biddle et al. (2012), how to best evaluate
multiple-password interference still remains an open issue;
our methodology for analyzing the interference effect should
make an important contribution in this regard. In future eva-
luations, we would further improve our interference model by
considering the interference due to confusion between two
similar types of locations, such as two small islands in the
ocean.

8.2.1. Mental story
Our studies suggest that having users create a mental story
contributes to reducing interference effects and ensuring high
memorability when users have to remember multiple location
passwords. In Interference Study I, users remembered location
passwords in <70% of login sessions, with substantial inter-
ference between different passwords. In Interference Study II,
the success rates were at least 98%, with very low rates of
interference. While it would be inappropriate to compare the
two studies statistically due to the different study populations,
the success of Interference Study II suggests that the mental
story approach is promising and deserves further refinement
and investigation.
Previously, Davis et al. (2004) implemented the concept of

mental story to design a recognition-based graphical password.
Their purpose and approach of leveraging mental stories were
different from ours. Their study tested the memorability for a
single graphical password, where users were asked to build a
story to remember a set of images in correct order. The study
(Davis et al., 2004) found a 85% login success rate over the
span of 1 week, while the registration and login times were not
reported. In our approach, we aim to leverage the mental story
approach to reduce multiple-password interference by asking
users to create a meaningful association between their location
password and the account it is created for.
We note that the mental story approach requires further

investigation to understand its full potential in improving

password memorability. First, it is not clear what the effect is
on security for users to pick locations related to their account
in some way. We found some imaginative ways to incorpor-
ate the account information, but one might imagine many
people picking Fort Knox for a banking site and the
Facebook company headquarters for their Facebook pass-
words. In general, Geopass could have problems with com-
mon locations; blocking the most common ones could be
effective much like proactive dictionary checks on textual
passwords can improve password strength. To improve the
security of geographic location password, it would be also
interesting to leverage the findings of Chiasson et al. (2008)
that addressed the ‘hotspot’ issue in graphical password by
nudging users to choose less obvious image points. Second,
we cannot be sure that users will follow the requested steps in
real-world deployments. Automated evaluation of the story
quality, e.g. checking for minimum length and the presence
of real words instead of gibberish, could help to ensure that
users are taking the technique seriously.

While we attempted to categorize the mental stories col-
lected from our study, they seem quite random at this point.
We believe that we need to collect more mental stories for
their generic categorization and understanding their impact on
the effective password space of location-password schemes.
In this case, the high login success rate with mental story
approach indicates that this method worked well for users in
our study irrespective of the type of mental stories they cre-
ated. In future work, it would be important to run a large
study to collect enough mental stories so as to categorize
them and understand the impact of different types of mental
stories on the usability and security (e.g. impact on effective
password space) of location passwords.

We evaluated the efficacy of mental stories for multiple
accounts of different types (e.g. bank, email, etc.). In future
work, we would examine the effectiveness of mental stories
for multiple accounts of the same type (e.g. several banks). In
addition, we would focus on measuring the cognitive effort of
building mental stories by people from different age groups
and backgrounds.

8.3. Shoulder-surfing attack and other security issues

While prior work shows that location passwords created with
GeoPass can have reasonable security against online guessing
attacks, even when accounting for social engineering attacks
(Hang et al., 2015; Thorpe et al., 2013), we demonstrate that
it requires more attention from the research community to
improve the resilience of location passwords to shoulder surf-
ing, phishing and malware attacks.

Tari et al. (2006) performed a shoulder-surfing study similar
to ours, where the university students played the role of attack-
ers and the experimenter played the role of a victim. They
found that neither traditional textual passwords nor graphical
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passwords (with mouse input) provide sufficient resilience
against shoulder surfing. Our results for shoulder-surfing study
showed a 48% overall success rate for participants playing the
role of attackers and an experimenter playing the role of a vic-
tim. However, because of the accuracy required to click on the
location password, GeoPass might provide higher resilience to
shoulder surfing in comparison to recognition-based graphical
passwords with mouse inputs; in the study by Tari et al.
(2006), participants playing the role of shoulder surfers had
a success rate of 62% in the shoulder surfing on commer-
cially available Passfaces scheme that uses mouse inputs
(Authentication 2004).3

Harbach et al. (2014) studied the perceived security of
shoulder-surfing attack, where users were found to consider
this attack less of a risk in real life. In a discussion on their
findings, the authors note that just because users do not per-
ceive shoulder surfing a threat as serious does not mean that it
is not. Rather, it indicates that the additional effort a user is
willing to invest to protect from this attack should be care-
fully assessed.
Our shoulder-surfing study on GeoPass calls for further

attention from the research community for better defenses. To
address this challenge, we would examine the efficacy of mul-
tiple technologies in our future research that include but are
not limited to: (i) using LCD screens with concurrent dual
views, which show different images at various viewing
angles, e.g. when not positioned directly in front of the screen
(Kim et al., 2012), and (ii) interacting with the system
through eye-gaze input (Forget et al., 2010). Forget et al.
(2010) showed the efficacy of eye-gaze entry to gain resili-
ence against shoulder surfing.
In addition to shoulder surfing and online guessing, phish-

ing and malware attacks could pose security threats for
GeoPass, which, like most password schemes, provides no
additional resistance to these attacks. It may seem that
GeoPass would present a challenge to malware that attempted
to gain a user’s password in the way that keystroke loggers
can steal typed passwords. However, malware could use a
combination of a keystroke logger to capture typed addresses
in the search bar, a screen scraper to capture the map as
shown to the user, and a mouse logger to capture the point on
the screen selected as the location password.
Another security issue for a password system is secure stor-

age at the server. Textual passwords, for example, should not
be stored in plaintext, but rather scrambled using a slow,
salted cryptographic hash function like bcrypt (Provos and
Mazieres 1999) or PBKDF2 (Kaliski 2000). The prior work
on location-password schemes offers no guidance on how to
securely store location passwords. We note that one approach
would be to round the selected coordinates to a level of preci-
sion that minimizes the number of coordinate pairs that match
the user’s location password. Then these few coordinate pairs
could be salted and hashed. At login, if the hash of the coor-
dinates entered by the user matches any of the stored hash

values, the user would be authenticated. Selecting the appro-
priate level of precision may be challenging when balancing
security with providing a tolerance for user error, which is an
important research issue requiring more study in future work.

8.4. Limitations and ecological validity

8.4.1. Field study
In our field study, the participants were generally young and
university educated, and our findings thus may not generalize
to the entire population of Web users. Given that the partici-
pants, however, were performing a real-life task that mattered
in their specific situation, the task likely had reasonable eco-
logical validity. It is a common approach in password studies
to examine the usability of a scheme through analyzing the
login performance of university students (Al-Ameen et al.,
2015, 2015a; Chiasson et al., 2007, 2008, 2007; Everitt et al.,
2009; Hlywa et al., 2011; Wiedenbeck et al., 2005a; Wright
et al., 2012). We note that it is important to do further studies
for people from different age groups and backgrounds. Now
that our results from a field study show promise, we would
examine the usability of GeoPass for senior users and people
with cognitive limitations to have a greater understanding of
its usability.
We did not have a control condition in our field study, and

thus, we do not make a direct comparison between GeoPass
and traditional textual passwords in terms of login perform-
ance. A comprehensive survey on 25 different password
schemes shows that only 6 of these schemes were evaluated
through field studies (Biddle et al., 2012), and none of these
six field studies included a control condition. In future field
studies, given enough participants, having a control condition
would offer the opportunity to make direction comparisons
between two schemes.
In our field study, participants could log in from any com-

puter at any time. So, unlike laboratory-based studies, the
experimenters were not able to observe the navigation strat-
egies of users during authentication. For future studies, we
would improve our system so that it could keep track of the
navigation strategies of users, such as how many users have
used search bar and how much panning has been used.

8.4.2. Interference studies
As with the field study, participants in our interference studies
were young and university educated, which may not general-
ize to the entire population. While laboratory studies are pre-
ferred to examine the primary usability issues and set
performance bounds for an authentication scheme, a hybrid
study could provide higher ecological validity when login ses-
sions are performed online (Biddle et al., 2012). So, we con-
ducted the first interference study in a laboratory setting to
understand the causes and effects of interference, and then
designed a hybrid study for Interference Study II to test the
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efficacy of our proposed mental story approach. It is possible
that the hybrid setting in Interference Study II helped us
recruit more participants than Interference Study I, since parti-
cipants did not need to come to laboratory for the login ses-
sions. We had a 1-week interval between each session, since
the 1-week delay is larger than the maximum average interval
for a user between her subsequent logins to any of her import-
ant accounts (Hayashi and Hong 2011).
In real life, users have to remember >4 passwords. Prior

multiple-password studies (Everitt et al., 2009; Hlywa et al.,
2011; Wright et al., 2012) asked users to remember either
three or four passwords. Being consistent with the prior work,
we asked the participants to remember four location pass-
words in our study, in which all the passwords were created
in the same sitting. This registration process is in agreement
with prior work (Hlywa et al., 2011; Wright et al., 2012),
while in real life, the geopasses would likely be created over
time and possibly in different contexts, e.g. in different rooms
or with different computers.

8.4.3. Shoulder-surfing study
Since shoulder surfing is performed by people who intend to
steal authentication secrets, possibly professional hackers,
recruiting a participant group representing the true population
is very difficult. However, our participants satisfied the
requirements of Tari et al. (2006), who stated that students
with reasonable background on computer security and authen-
tication systems can be representative of ‘potential shoulder
surfers’ in a laboratory study. We note that for comparisons
between pen and paper and tablet conditions that the majority
of participants used the tablet first.

9. CONCLUSION

As GeoPass showed promise in the primary investigation of its
guessing resilience and memorability (Thorpe et al., 2013), we
explored deeper into its potential through four separate studies
and identify the promising aspects for future research. Our field
study represented the first long-term real-world study of any
geographic location-password scheme, and we found that the
login success rate was satisfactory and quantified the degree to
which overall login performance improved with more login ses-
sions. In a multiple-password interference study, we found the
empirical evidence that interference from having to remember
multiple location passwords is problematic. Based on our find-
ings, we propose to leverage mental stories in reducing interfer-
ence effects on GeoPass and found a high login success rate
with this approach. Our shoulder-surfing study is the first ever
experiment measuring the resilience of location passwords to
such attacks, and our findings call for further attention from the
research community for better defenses.
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